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DRAFT
Cybersecurity Requirements

(a) The recipient agrees that when collecting and managing environmental data under this assistance agreement, it 
will protect the data by following all applicable Tribal law cybersecurity requirements.

(b) (1) EPA must ensure that any connections between the recipient’s network or information system and EPA 
networks used by the recipient to transfer data under this agreement, are secure. If the recipient’s connections do 
not go through the Environmental Information Exchange Network or EPA’s Central Data Exchange, the recipient 
agrees to contact the EPA Project Officer (PO) no later than 90 days after the date of this award and work with the 
PO to ensure that the connections meet EPA security requirements, including entering into Interconnection Service 
Agreements as appropriate. This condition does not apply to manual entry of data by the recipient into systems 
operated and used by EPA’s regulatory programs for the submission of reporting and/or compliance data.

(2) The recipient agrees that any subawards it makes under this agreement will require the subrecipient to 
comply with the requirements in (b)(1) if the subrecipient’s network or information system is connected to EPA 
networks to transfer data to the Agency using systems other than the Environmental Information Exchange 
Network or EPA’s Central Data Exchange. The recipient will be in compliance with this condition: by including this 
requirement in subaward agreements; and during subrecipient monitoring deemed necessary by the recipient 
under 2 CFR 200.331(d), by inquiring whether the subrecipient has contacted the EPA Project Officer. Nothing in 
this condition requires the recipient to contact the EPA Project Officer on behalf of a subrecipient or to be involved 
in the negotiation of an Interconnection Service Agreement between the subrecipient and EPA.
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