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Final Report for 2002 State Innovation Pilot Grant Program
MNational Center for Environmental Innovation

US EPA
EPA Contacts: Gerald Filbin, EPA, and John Tinger, EPA Region 9

Report Submittal Date: October, 2003

Project Title: “Smart NOIs:” Development of an Automated Decision Matrix for
Managing AZPDES Stormwater NOIs.
Phoenix, AZ

Responsible Agency: Arizona Department of Environmental Quality
Project Manager: Wayne Hood

Grant Award Amount: $79,000

Project Period: September 1, 2002 to September 31, 2003

The project was completed on schedule and successfully developed and deployed an
innovative, Internet application (Smart NOI) to allow an efficient and user friendly
method for applicants to file for coverage, waiver, or terminate coverage under ADEQ’s
General Permit, AZG2003-001, for stormwater discharges from construction. Applicants
who use the system are given immediate feedback on the status of their permit, an
authorization to proceed or notice of a delay in processing the permit due to water quality
or endangered species issues. Also, the system automatically transfers all data captured
online to a secure FTP site for retrieval by ADEQ), including a process to automatically
validate and load the data into an Oracle-based database utilized by the Permitting

prograim.

The Smart NOI application is hosted on Arizona’s Web Portal (Arizona @ Your Service)
for maximum security and accessibility to customers. An excellent summary of the
project and results are found in the attached brochure entitled “Smart Notice Of Intent
(NOI) — Helping Arizona’s Department of Environmental Quality Enforce Environmental
Regulations.”

The following technical documentation for the system is attached.

e “Arizona Portal ADEQ) Smart NOI Web Application Requirements
Specifications” (Revision No: 1.2, July 3, 2003)

s “Interface Control Document — AZ Portal to ADEQ NOI Systemn™ (Revision No:
1.1, July 3, 2003)

Results of an online customer survey is attached, showing overall a high level of

_ satisfaction for those using Smart NOIL. User statistics collected online since the system
was operational m May, 2003, show that 176 NOIs, 11 NOTs, and 26 Waivers were
completed and submitted. This represents more than 10% of the construction stormwater
permits processed during that period. Our five-year goal is 50% online submittals.



The accuracy and completeness of the Smart NOI system was verified by comparison
with an internal GIS tool that duplicates the Smart NOI determinations. The internal GIS
tool was developed to facilitate the processing of permits that have not been submitted
online. Several measures of effectiveness have been evaluated for the Smart NOI system
through comparison with standard practices of processing permits. The results are
summarized in the following table.

CRITERIA : SMART NOI o STANDARD

i LT, f E-GONVY. . il PRACTICES ...
Customer Notified of NOI Immediate 5 to 7 Days
Permit Status '
Ease-of-Use & High Medium
| Convenience (Web, Online Help) (Physical Forms)
Data Quality/Validity High Medium
Significant Data Entry No Yes
__Requirements
Electronic Data Loads Yes No
Total Processing Times for 2 to 3 Days | 5 to 7 Days
Basic NOIs (signed NOIs thru mail) (signed NOI thru mail)
Number of Basic NOIs Hundreds per Day 25+ per Day
Authorized (potential) (actual average)

This project was a successful multi-agency collaboration between GITA, U.S. EPA and
ADEQ. The ADEQ has recently made e-government a high priority strategic objective.
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Facing Challenges

In 2002 the Arizona Depariment of Environmental Quality
(ADEQ) was facing a two-part challenge. First, the
potential number of Arizona construction projects required
to file a stormwater Nofice of Infent (HOI) was about to
increase significantly. In order fo reduce the pollutants
that result from consiruciion site stormwater runoff, the
federal Environmental Protection Agency (EPA) revised

a stormwater regulation mandating small construction

sites (>1 acre) to obtain prior authorization fo discharge
stormwater. This change would increase the number of
stormwater NOIs in Arizona from about 2,000 to 10,000
per year. On December 5, 2002, ADEQ received
authorization to administer the NPDES program in Arizong.
As a result, the responsibility for responding to NOIs was
shifted 1o ADEQ from ihe EPA who, historically, handled
such fasks. ADEQ had to find a way to effediively handle
this increased workload — and fo do so without additional
federal funding for ADEQ operations.

ADEQ Seeks Assistance

To meet this challenge, ADEQ turned 1o the State of
Arizona's Arizona @ Your Service (AAYS) Web Portal fo
assist in the development and delivery of an automated
e-government solution. Together, ADEQ and AAYS
developed the Smart NOI Construction Stormwater General
Permit (Smart NOI) application, an innovafive solution
that automates the processing of NOIs — a project that



earned ADEQ an EPA grant to develop their idea.
This first-of-its-kind weh application is the product
of the complimentary parinership between ADEQ
and AAYS. ADEQ provided the Smart NOI concept
and subject matter experiise while AAYS provided
the hulk of the technological experfise. The AAYS
Portal's existing services, application development,
and infrastruciure made the Smart NOI project
financially feasible.

The AAYS Portal has been demonsirated os
proven, cost effective, flexible, and secure set

of technologies for supporfing e-government
initiatives for Arizona government agencies. The
AAYS Porial provides government agencies with
a powerful platform for delivering e-government
services lo agency customers 24 hours o day, 7
days o week. With AAYS, agencies benefit from
faster project sturtup, expert project governance,
access fo fechnical consuifing and application
development skills, a robust shared and managed
infrastructure, and a growing set of shared
services fo support their applications. The Smart
NOI system design fully leverages AAYS Portal
resources and infrastruciure in order to improve
speed of execution and minimize project cost.

In addition to leveraging powerful AAYS
technologies, Smart NOI uses ADEQ's advanced
Geagraphic Information Sysiem (GIS} fo outomate
the vast majority of Arizona’s NOIs. Smart NOI
faciliiates the processing of Arizona’s increased
volume of NOIs by allowing NOIs to be filed online
and responding to them immediately, by providing
ADEQ more complete and timely information to
support compliance/enforcement efforts, and by
aufomatically processing Notices of Termination
(NOTs). Because of the success of this application
in Arizona, the Smart NOI system is expecied to
become o model far other staes.

Stormwater NOIs

Smart NOI makes it easy for aperafors of both
large and small construction sites to file stormwater
NOIs online and, most often, to receive construction

|

approval immediately. The Smart NOI weh pages
present applicants with a series of questions

that enable Smart NOI fo rapidly identify those
applicants who can receive immediate consiruction
approval and those whose requests require further
review. For some very small consiruction acfivities
involving less than one acre of land, Smart NOI
automatically notes the need for the permit as not
required. In other situations, such as construction
activities involving one to five acres of land

with low soil runoff potential, Smart NOI allows
applicants the opion of waiving permit coverage.
In instances such as these, Smart NOI allows
construction coniraciors fo affain the required
Certificate of Authorization online so they cun stort
consiruction right away.

Smart NOI vses advanced GIS technology —
profotyped by ADEQ — to help determine whether
permits can be waived or granted or whether
further review is required. This fechnology makes
it easy for applicants to identify the precise lofitude
and longitude of the project site using the pan and
zoom functionality of the geographically detailed
Smart NO! Latitude/Longitude map. Furthermore,
geographic information acquired using GIS spatial
analysis fechnology helps ADEQ identify projects
located near habitat of endangered species,
unigue waters {pristine rivers and lokes), or
impaired waters (where water quality standards
are not being met). When an NOI s filed for o
construction project that potentially poses a threat
fo one of these, Smart NOI automatically delays
the granting of o permit for 32 business days so
that ADEQ can review details of pofential water
quality impacts with the applicont. If @ more
deuiled review is necessary, Smart NOI will advise
applicants of a delay in coverage and/or the need
to submit a Storm Water Pollution Plan fo ADEQ.

In addition to processing NOIs onling, Smart HOI
provides for the documentation and siorage of NOI
dafa. Once an applicant completes the application
process, any necessary forms related to obtaining
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the construction general permit can be printed and
saved directly from the web site. And to support
enforcement, Smart NOI creates and archives
elecironic versions of all forms for later review.

Notices of Termination

Construction contractors can also save fime by
using the some application to file the Nofice

of Termination (NOT) form online. The NOT

form denotes the completion of the construction
activity covered by the original NOI. If the NOI
was submitted using the Smart NOI application,
the NOT form is aviomafically pre-filled with
information from the original NOI; otherwise, the
applicant enters the information through o series
of easy-fo-use screens. Upon completing the NOT
filing process, the applicant can print all necessary
NOT-reloted documentation.

Reduced Workload, Beiter Information for
ADEQ

Not only does Smart NOI provide construction
sites with foster, easier, and more convenient NOI
request submission, Smart NOI also reduces work
for ADEQ and provides ADEQ with more complete
and fimely information to support compliance and
enforcement efforfs. Prior to Smart NOI, ADEQ

Legend

Cria
3 ueesl Lasatien T 2REC8 )

Wit Rl SRR [P kntafion WAt a IERS0 of ila Bnd @ lngiide alal
Ty j Beiadd 14 Loaielpn |

7 ¥¥hes you b T comest lzoabion, seld the "Batt inls

BT

manually input all #01 data into ifs computer
system. Smart NOI data, on the other hand, is
automatically recorded and logged with no need
for ADEQ dafa entry. Furthermore, all Smart
NOI transaction data is stored for later ADEQ
review. The Smart NOI transaction logs contain
information regarding NOI and NOT transaciions,
the PDF versions of all documents creaied during
those fransactions, and information collected by
the application about the applicant’s Smart NO|
experience. Each night, Smart NOI transfers all
Smart NOI record information from tha AAYS Porial
lo the State computer system.

For quick and easy viewing of Smart NOI dafa,
Smart NOI provides application administrators
with online reports ahout usage and applicant
experiences. The online Smart NOI application
reports cover such topics as the number of forms
created online, the number of each fype of NOI
applicant scenario {not requlated, waiver, normal
case, water issue, etc.), and the number of forms
by county. All reports are provided via the weh in
a printer-friendly format, so they can be accessed
anywhere using a common web browser and
printed using a local printer.

AAYS Portal Technology
Smart NOI s hosted on the AAYS
Portal’s rabust, monitored, highly

] € ot secure, and highly available

& Santir 4 Zeem
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infrastructure that allows cifizens
i to access Smart NO virtually

24 hours a day, 7 days a week.
e The AAYS Portal infrostruciure
= is based on a proven e-business
framework which provided

the model for designing and
implementing the Smart NOI
solution. And the AAYS Portal's
open application and networking
standards ensure Smart NOI's

DEQ's Latitude/Longitude Mop allows users 1o pan and zoom o
latitude ond longitude of the project sife.

compafibility and fexibility now

provide the and in the future. This existing




infrastructure helped make it possible for ADEQ 1o
undertake the Smart NOI system without having
to appropriate the upfront capital necessary for
building o new infrastructure.

The AAYS Portal Application Development Delivery
Team worked closely with ADEQ's experis fo
develop Smart NOI from the ground up using
fime-tested design, development, tesfing, and
delivery fechniques. With exfensive experience
crealing successful government web applications,
the Application Development Delivery Team

made opfimal use of the AAYS Portal’s technical
architectures, including WehSphere Application
Server, Java, and highly available servers, fo create
a robust and easy-to-use Smart NOI application.
Smart NOI uses the AAYS Portal’s standard
architecture of Java Server Pages (JSPs) and

Java Servlets execufing in a powerful WebSphere
Application Server environment. And to ensure
future compatibility with other applications, ADEQ
and the Application Development Delivery Team
selected open source software fo develop the
powerful GIS engine.

Smart NOI: Good for Arizona

Smart NOI benefits both Arizona citizens and ADEQ.
For all of Arizona's cifizens, Smart NOI improves
the state by providing hetter proteciion of its
environment. And for those cifizens who must file
an NOI, Smart NOI offers convenient access to ADEQ
from any web browser. Because Smart HOI makes
it easier for construction sites fo apply for and
receive construction approval quickly, construction
sites can more easily comply with environmental
laws and begin construction sooner. For ADEQ),
Smart NOI makes the processing of NOIs much
more efficient. Because Smari NOI automafically
processes simple NOIs and identifies potentially
problematic NOIs, ADEQ can allocate ifs resources fo
best use, allowing staff to better protect Arizona's
environment.

For mare information about the Siormwater
Pragram, please call or email:

Karyn Moldenhauer

Arizona Department of Enviranmental Quality
Phone: (602) 771-4449

Email: kdm@ev.state.az.us

For more information about the Arizona @ Your
Service Portal, please call or email:

Gene Martel

Digital Government Services Munager
Government Information Technalogy Agency
Phone: (602) 364-4775

Email: gmartel@gita.siate.az.us

Matt Taylor

|BM Business Development Manager
Phone: (602) 248-7126

Email: taylor1 m@us.ibm.com

Or visit our website:
http:/ /uita.state.az.us /aays
File a Stormwater NOI:

th_:,! /uz.gov/udeq/noi
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Cecument Location

Interface Control Document History

Ensure that this document is current. Printed documents and iccaily copied files may become obsoleie
due to changes to the master document.

The

1]

Revision History

ource of the document is maintsined by IBM Heuston and is availsble upen reguest.

] Date of this revision: July 3, 2003

|: Date of Mext revision: Mot scheduled.

| Revision | Revision

Surmmary of Changes

Changes marked

Mumber | Date
_ 1.0 0212/2003 | Initial issue i
1.2 04/02/2003 | Comments from design sessions ]
1.3 04/25/2003 | Add business name in the NOQI/Waiver record for SWPPP | ¥
Contact and Signer
114 05/06/2003 | Add received date in the NOIWWaiver record. i
1.5 05/23/2003 | Add subdivision approval flag and web approval date to 1
the NCIWaiver recaord.
1.6 Ti2f2003 As-built documentation. No change in functicnality. PN
Approvals

The document requires the following approvais.

Mame

Title

| Jim Shelton

IEM Svstemn Architect

Dave Kempson

ADEQ

Debhie Cardenas

IEM Project Manager

Distribution

This document has been disiributed to

| Name Title
Chris Conneran ADEQ

i Wayne Hood ADEQ

Page ii
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1. INTRCDUGCTION

This is the Arizona Portal to ADEQ Interface Control Document (ICE). This document defines files
passed betwesn [BEM and the ADEC,

1.1. IDENMTIFICATION

This document is ideniified a3 the Arizonz Feortzl io ADCT ADEQ ICD. The production of this documeni is
znd ADEG design teams. Document approval is the responsibility of the
on of this document will be maintainad by the IBM

the joint responsibility of the 1BM
IBM and ADEQ project managers. The baseline versi
Haouston Global Govarnment Indusiry team.

1.2. SCOPE
This document defines the system communication flow between the Arizona Portal ADEQ NO! application

and the DEQ System.

1.3. PURPOSE AND OBJECTIVE

The purpose of this decument is to present the detailed software interface specification between ADEQ
and the IBM developed NOI application for data interchange. The communication betwesen ADECQ and the

Fortal will be over & private [P Metwork.

The objective of this document is to meet the following general goais.
» [escribe the purpose of the interface.

» |dentify participants of the interface.

# Define the type of information being distributed between the participants.
» [Define the details of the informaticn being documented.

= |dentify any dates or issues.

1.4. DOCUMENT ORGANIZATION

To reflect revisions, change bars are used.

This document is organized into the following secticns and appendices:

= Section 1 defines purpose and objective.

= Section 2 lists the parent, applicable, and reference documents.
= Section 3 defines the details of the interface information.

a  Section 4 lists milestones and completion dates.

= Section 5 defines outstanding issues and to be decided items.

= Appendix A provides a glossary of terms and acronyms.

Page 1-1
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2. RELATED DOCUMENTATIOM

This section ideniifies the documents that are relsted fo the contents of this document as indicated in the

foilowing paragraphs.

FAREMT DOCUMENTS

The parent documanis ssizabiish the criter
parent documents ars:

ria and technical basis for the existence of this decdment The

o noneg

2.2. APPLICABLE DOCUMENTS

Applicable documents are those documents whose content is considered to farm a part of this document.
The specified paris of the applicable documents carry the same weight as if the'_',f were stated within the

bady of this document. The applicabile documents are:

& one

2.3. REFEREMCE DOCUMENTS

Reference documents are those documents that, although not a part of this document, serve to amplify or
clarify its contents, or dictate work policy or procadures. The specific reference documents are:

s Smart NC| Requirements Docurnent

a Smart NOI Database Table Design Diagram

Page 2-1
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3. INTERFACE DETAILS

This section details all the interfzces betwesn the Sizte ADEQ system and the IBM Arizona @ Your

Service Fortal MOI appiication. m& interfaces support the fransfer of MO forms from the Fortal to the
ADEQ system for data import. The form data will be provided in two formats:

1. Aggregated text files containing ail the form datz collected during 2 1-dav period,
2. Individual PCF filas of individuai forms as deliversed to the end users,
Tne IBM application will place sach of these files on an FTF server for retrieval by ADEQ perzonnel or
autcmated svsiems.
Finaily, the ADEC will be responsible for providing map “cover” files to IBM for placameant on its map
servers whenever gecaraphic information neads to be updated.

3.1 CONTACTS
s Applicaticn/generalfADEQ data: Ghris Gonneran EEDE-r?1-4-i4Tj and Doug Breaux (281-335-
4013) and CIif Grim (281-335-4053)

@ FTP setup: Doug Breaux [281—335-4&@}

o Bl SEP
All files will be retrieved by the ADEQ fram the IBM FTP server,

IEM FTP Server setup info:
s |P address: 32.86.231.5 for production and 32.86.231.5 for test,

o User |D: adeq (will call with passwaord).
= For firewall setup, please use subnet mask 255.255.255.182,

The FTP user will not have access {o delete files from the FTP server, however it will have access fo
rename or move them. This mechanism can be used to indicate files that have already been refrieved.
For example, files can be moved from the FTP home directory to & "processed” subdirectory.

Because a standard FTP server product is being used to make these files available, no custom application
legging of which files have been refrieved is possible. However, the FTP server does offer limited logging
that will enable Operations personnel to determine whether or not simple file transfer errors occurred in
the event of perceived problems. ;

3.3 TEXT SUMMARY FILES

3.2.1 Portal Processing Overview

The Portal application will begin generating three summary files at midnight each night. The first file will
centain the data from each MO form or Waiver filled out during that day, and the second file will contain
the data from each MOT form. The third file will contzin the list of "other” permits for any MOl forms that
had them. Once the files are completely generated they 1.-I.r|II be moved into the ADEG FTP user's

directory for ADEQ retrieval.

Also included in the NO! file will be data describing each user session that began the process of filling out
an MO form but, in the end, did not require one. This includes projects eligible for a Permit Waiver

Certification and projects on Indian lands.
Page 3-1
& Copyright 2003 International Business Machines Corporation. Al rights"resewecf,
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3.3.2 ADEQ Processing Overview

The ACEQ will be responsible for retrieving daily SL.iI"I"rI'I‘IEI'}-’ files from the Portal FTF server, imperting
those files into the existing Cracle Database Appiication (ODA), and Keeping track of which files have
been succassfully procassed.

3.3.3 F7TP, File Naming, and Fiie Format Definitions

3.3.3.1 File Mames and Locatlicns :

All summary files will be store under a top-leve! directory named "datebase”. Inside that directery, files will
be stored under subdirecieries named with fhe current date in YYYYMMOD ferm. For example,
"20020314" for files submitted on March 14", 2003. Summary files will be named MOt

O*herPermrts txt, and NOT .t

The racommended way for ADEQ to keep track of processed files is to "move” the entire detet‘i
subdirectories intc ancther subdirsctory named "processed”. -

The "database” directory will only allow file download, file move/rename, and directory creation. 18 wiil not

allow file upload.

3.3.3.2 File Formais

The Summary files will contain a single line for each MC| or MOT form processed for the given day. A
single End-of-File line will terminate each file so that ADEQ can know that a2 complete file was refrieved.
This EOF line will also contain a count of forms that precede it in the fiie.

Each line will be terminated by the server's native end-of-line character (0x0D on UNIX). sc the FTP
transfer of these files must use FTP ASCIl mode to ensure proper transiation into the local end-of-line
character.

The format of 2ach line in the file will be "delimited" values, with each individual field separated by
semicoions. Double guotes will be placed arcund string fislds. Dates wiil not have double queotes around
them. Empty fields will have no data between adjacent delimiters.

3.3.3.3 Individual Record Formats
A "recard” is a single line in the Summary file. All values are ASCI| text, although some represent numeric
values while other represent "string” data.

3.3.3.31 WNOlWaiver Record
The following table describes the data in an ADEQ MOI Form record.

F B A i I i e Lt ! £ %
Appl[eet[en B Umque number generated fer eeeh Number frem SDO{}DG to
NOI or Waiver 999999,
Previously Authorized flag Also known as "Grandfather” flag Boolean, see note 1
‘ String {15). ADEQ NOI

Previous Authorization Mumber
numbers are only & digits,

but EFA or other agency
numbers could be larger.

Whether or not this is a revision to an Eoolean, see note 1. This is

Revision flag
| existing NOI. always "N", since revisions
: are ne longer supported.
i indian Lands flag Whether or not this request was for a YiIMN/EB. "B" means that the
e g d mrn Mmoo P v D oo ped ey R ot P S e E P [

Page 3-2
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I prmea on ir::han lands.

;}.rﬂjem is ﬂﬁ bath Indian

lands and non-indian lands. |

Waiver flag

| Whether or not this record is for an
MO Walver

Boolean, see note 1

| Cperator First Mame

String {20). See note 2, 3

Cperator Last Mame

Siring (60). See note 2, 4

Operster Business Name

String (80

Cperzior Siaus Code

List of

Character {1).

‘possibie values will be

provided by ADEQ,

Cperator Email

String (60}

Ooerator Phone

Siring (20). See note 2, &

Operstor Address

String (60). See note 2, 6

Operator City

Siring (25). Seenote 2, 7

Operator State

String {2). See note 2, 8

Operator ZIF

Siring (10). See note 2, &

Project Name

| String (60)

Project Type code

String (2). List of possible
values will be provided by

| ADEQ

Subdivision MOl Mumber

MO Mumber for the subdivision to
which this project belongs. Empty if
none.

String (15). ADEQ NOI

numbers are oniy & digits,
but EPA or other agency
numbers could be larger.

| Subdivision Name

Mame of subdivision to which this
project belongs. Empty if none.

String (60)

| Part Of Larger Development flag

! Whether or not this project is part of 8

larger development.

Boolean, ses nola 1

String (20). See note 2, 5

Site Access (Directions)

Textual description of driving directions
to the site location. We may have to
strip out quote symbols from this
description since the delimited fields
use quotes.

Site Phone
Site Address | String {60). See note 2, §
Site City String {25). See note 2, 7
Site State String {2). See note 2, 8
| Site ZIP String {(10). See note 2, 9
String {500}

Latitude

Degrees, minutes, seconds in the
format: ddmmss.sss

String (10)

FPage 3-3
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| DECFEE‘S }'I"!IJ"U[ES SECD!‘ICIS inihe

format: dddmmss.sss

: slrmgm ). Nc_té et ‘I’“e. ;

negative sign is not passed
Dack. |

Siring (10}, ses note 17

| Start Date i
Sicp Date | String (10), see note 10 | _:
Acres Disturbed Project | Size of this oroject in acres | String (&) d_‘
Acras Disturbed Cperations ; Size of common construction clan in | String (5) !
acres g :
Mon Storm Water Discharges | Construction Activifies comments | String (500) |
| Closest Water - Enterad Closest Water name as entered by the | String (60)
| user. This may override that calculated |
| by the GIS applicaticn. |
system Conveyance flag If MS4 Canal Conveyance Eoclean, se= note 1
|"Storm Collection MS4 Canal Conveyance Owner String (60) I‘
Linear F’roject flag | | YIMNIAD A" means "Mot
| Applicable”
" SWPFP Confirmation flag 5: SWPPF Developed Boolean, see nofe 1
SWFPP Contact First Mame i String (20). Sesenote 2, 3
SWPPF Contact Last Name String (60). See note 2, 4
i'SWPPF' Contact Business Name String (60)
SWPPP Address ' | Bfring (60}, Ses note 2, 6 :
SWFFPP City | String (25). See note 2, 7
SWPFPF State | String (2). Seencte 2, 8
SWPPPZIP String (10). See note 2, 9
SWPPF Contact Phone String {20). See note 5
Signer First Mame String (20). See note 2, 3
Signer Last Name { String (60). See note 2, 4
" Signer Business Name String (60) {
Signer Title | String (30)
Signer Address String (680). See note 2, 6
Signer City String (25). Seenote 2,7
Signer State String (2). See note 2, 8 |
Signer ZIP String (10). See note 2,9
Signer Phone String (20). See note 5
Site County | County FIPS Code from GIS service String (2)
Watershed Code " String (3)
String (80). See nofe 11

Stream Mame

——

| Closest Water from GiS service

Page 3-4
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Stream HUC

T A
{8). See noie 12

Stream Reach

" String (11). Sea note 13

Siream Distancs

Decimal. See note. 14

Perennia!l Mame

Ferannial Waiar from GiS service

i Siring (80). See note 11

" Perannial HUG

| String [Q}. See note 12

Ferennial Resch

| String (11). See nete 13

Ferennial Cistanca

| Decimal. See note 14

TMEL Mame

| TMOL Water from G118 servics, These
fieids could be empty.

Siring {60). Ses note 11

TMDL HUC

String (2). See note 12

TMDL Reach

String (11). See note 13

TWOL Distanca

Decimal. Ses note 14

Unigue Water from GIS service.

_' String (B0). See nota 17

| Unigue Distance

Unigue Name U ‘
These fields could be empDty. :
Unigue HUC | S String (3). See note 12
Unigue Reach String (11). See note 13
Decimal. See note 14

Impaired Name

Impaired Water irom GIS service.
These fields could be empty.

String (60). See note 11

| Impaired Water Body ID

String {15}

Impaired Distance

[ Decimal. See note 14

Critical Habitat flag

Data from US Fish & Wildlife Service
IS cover

Boolean, ses note 1

£l Zone Mumber

String (2)

Adjusted Erosivity

Mumber (5.2) e.g. 123,45

Ma:x Erosivity Cate

| String (10), see note 10

TRS

Township/Range/Section siring. 2.g.
"A(16-01-26)AAD" :

String {20}

TES Quad character

Character (1)

Quad

Township | TRS Township without alphabetic last | Number (4.1) e.0. 123.4
character

Fange TRES Range without alphabetic |last MNumber (4.1)e.g. 1234
character

Section TRS Section Numbar (2.0) e.g. 12

Quarter 1 TRS Quarter 1 | Character (1)

| Quarter 2 Character (1)
Quarter 3 .f Character (1) a
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kv S A L i i)
Recsived Date | Date user entered NOI vig the Smart C’ﬁar.:cxer {107, see note 10

MOl application. |

E Subdivisicn Acproval Flag | Flag indicating if subdivision approvai | Boolean, see note 1, "N", if |
i was obtainad for projects whose tvpe s I not applicabie. |
subdivisien. | i

The NOCI approval date calcuisted by | String {10), s&s note 10 5
the Smart.- MOl application: for ESA, i . '
webDate+32 business days; for Good | |
! MO {no issuas), the weblate; for |

| Water Issue, null (blank) |_ |

Webh approval date

Motes:
1. All flag/Boclean fields are single-character fields with the value ™" or "N" unless ctherwise noted. -

2. Some of the address and name fields may have identical data, but each will centain a copy of that
data rather than a reference to the commeon data.

All First Mame fields are up to 20 characters.

All Last Mame fields are up to 60 characters.

All Phone Mumber fields are up to 20 characters and only contain numeric characters.
All Address fields are up to 80 characters.

All City fields are up to 25 characters.

All State fields are exactly 2 characters.

All ZIP Code fields are up to 10 characters and include the hyphen in S-digit ZIF Codes. If the ZIP
Code is only five digits long, then no dash will be passad bacl. '

=T S VI« ST T S

10. All Date fields will be in the format MM/DDYYYY.
11. All GIS Name fields are up to 60 characters.
12. All GIS HUC fields are up to 8 characters.

13. All GI3 Reach fields are up to 11 characters.

14, All GIS Distance fields are 8 numeric digits, 2 after the decimal place, for a total of 9 text
characters. e.g. 123458.78. Distances are measured in meters.

ST

3.3.3.3.2 Gthar F‘an‘nlts Eacar

SR e {"I“
i R e -' Jéﬁ"‘if e T it%i-»t'
Application D Unique number generated for each
: NOI or Waiver
Other Permit Mame String (60)
String (15)

Other Permit Mumber

3.3.23.3 NOT Record _
The fellowing table describes the data in an ADEQ NOT Form record. Unless otherwise indicated, all

fields are the same format as described in the NCH Form record in section 3.3.3.3.1.

Fage 3-6
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Scption

Application ‘D .

NDT Aumber GT the project bemg
terminated.

| Cperstor First Name

| Operator Last Mame

i Operator Business Mame

ri Cperstor Addrass

i Operator City

| Cperator Stata

Operatcr Zip

Froject Name

Eite M drass

Termination Reasons

reasons. 1-4 single-character codes
will be provided in this field. Specific
codes to be provided by ADEQ,

Site City
| Site State :
Site Zip e
| County Code
County Mame
Latitude Degrees, minutes, seconds in the Siring (10)
format: ddmmss.sss |
! Longitude . Degrees, minutes, secends in the String {11}
format: dddmmss.sss
Signer First Name
r Signer Last Name }
| Codes reprasenting the termination String (4)

[

Motes:

33334 Er:cl-af File Rgpord s

| File Date

"See MOl notes

Mumber of preceding records

Integer

3.4 PDF FOEM FILES ILES

3.4.1 Portal Processing Overview

Page 3-7
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MOI forms, NOT forms, and Permit Waiver Cartifications will be generated as Adobe Acrobat POF fiies
znd retumed to the user for printing and maiiing to ADEQ. These files will aisc be made available for
retrieval directly by the ADEQ from the IEM FTP server.

"Cenfirmation” POF documents will alsc be generated and returned to the user for their records. The user
will not mail these documents to ADEQ, and the files will not be made availabie on the FTF server. They
will not be ratained on the IBM server for any extended period of time.

2.42 ADEQ Procsssing Overview :
The ADEQ will be able to retrieve any and all FOF fles that wers submitied by application users. These
can be retrieved as needed for verification ourposes, or wholesale for archival.

3.4.2  FTP, File Naming, and File Formai Definiticns
3.4.3.1 File Names and Locations

Ezach file will be made available as it is genarated, not simply oncea at the end of the day. However, at the
end of the day, the individual FOF files will be compressed intc ZIP format. The individual files will
subsegquently be removed. Files will be stored under the same dated subdirectories under which the
Summary files are stored, as described in section 3.3.3.1.

Each file will be named according to its MOl and Revision number. For example, "AZNCI33125-10.pdf” or
"AZMOT33125.pdf. The "-10" portion of the name indicates that the file is IBM revision number zero.
Other revisions will be suffixed with "-[1", "-12", etc.

Thers is stilf some qusestion as lo whaifier the individual PDF files will be served fo the user dirscily from
Thiz is arr implermantation (ssus, uur' will affect ihe question as o whether the file

this same directory.
“FPDF" rather than "pdi™. This documeant wiil

namas can be affered 10 use an uppercasa extension.
Be updated when that issue is reschved,

ADEQ has requested "tarball” compression instead of ZIP compression. 1BM will investigate the saze of
providing this format. Since ADEQ can work with ZIP files, however, this is not be a critical intarfacs (2sue

at this time.

3.5 COVERFILES

There will be a total of TBD standard GIS "cover” or "shape” files used for drawing maps and for
determining MO site data. These files are quite large (approximately TBD MB per file) and will be
updated no more than once per year, per file. As such, there will be no automated process to update
them. ADEQ can email them, mail them on physical media (such as a CD -R), or transfer them via FTF o

the IBM FTP server and notify IBM of their delivery.
it is recommended that if the files are FTPed or amailed that they be compressed to reduce network
transfer time. Standard ZIP compression should be used.

In the event that ADEQ prefers o use FTF for deliver of GIS file updates, an additional top-level directory
named "gis” will be created on the FTP server. This directory will gilow FTP uploads.

3.6 FILE RETENTION

Summary and POF files will remain avaiiable from the FTP Server for a period of 3 months from their
creation date. After that time, summary files will be able to be regenerated from the stored database
records for whatever time period the database retains individual records.

Page 3-8
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4, INTERFACE MILESTONE DATES

Key interface milestonas and ssscciated dates or frequencies provided in the {able below.

[

| Milestone I Diate or Fraguency

|
|
I -

_ Page 4-9
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5. DUTSTANDING ISSUES

Any outstanding issues asscciated with the Interfaces defined In this documeant are provided in the table
below.

| Issus Description

u!'ﬂne

izsue Cwner | Resolution Due Cate |

¥
|
|

Fage 5-1
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APPENDIX A, GLOSSARY OF TERMS AMD ACRONYMS

ADEQ Arizona Depariment of Envircnmental Quality
pul Sl Arizona Portal

YY" Y MMDD Year Month Day

ECF End of File

FTP File Transfer Frotocal

Gis Zeographic ]m_'r:rma::‘nn Systemns

HUC Aydrologic Unit Code

IEM International Business Machines

e e Interface Contrel Document

I : Internet Protocol

MSd Municipal Separate Storm Sewer System

NOl Motice of Intent

NCT Matica of Terminaticn

ODA Oracle Database Application

POF -Portabie Document Format used by Adobe Acrobat
SWPPP StormWater Pallution Frevention Flan
TED To Be Defined

TMDL Total Maximum Daily Load

TRS Township, Range, Section

Fage A-1
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Problem Reporting Contact Information for the
ABEQ Smart NOI Apolication

This decument provides the preblem reporting contact information to be used by ADEQ
staff to inform IBM of technical izsues encountered by ADEQ staff using the Smart NCI
applicaticn hosted by the Arizona Portal.

Eusiness Hours: 8:00 AM to 5:00 PM Arizona Time Monday throush Friday:

Help Desk: {(866G) 436-9533

If no contact is made in 2 hours, escalate to the following:

Primary Escalation: Bhaskar Meka
Office: (602) 248 7381

Secondarv Escalation: Debbie Cardenas

Office: (281) 335 4408

After Hours or Holidays:
Ops Pager: (800 759-3888
f no contact is made in 2 hours, escalate to the following:

Primary Escalation: Bhaskar Meka
Cell: (480) 206 9057

Secondary Escalation: Debbie Cardenas
Cell: (281) 686 3918
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Wayne Hood - Change in Helpdesk number for contacting Arizona Portal Helpdesk Staff =~

From:  Bhaskar Meka <mbmurty@us.ibm.com=
Ta: "Wayne Hood" <Hood. Wavne(@ev.state.az. us>

Date: 9/8/03 2:28 PM _
Change in Helpdesk number for contacting Arizona Portal Helpdesk Staff

Subject:

O Gene Martel <gmartel@gita.state.az.us™, Debbie Cardenas <dcardena@us.ibrmcom™, Mathew A Taylor
<taylor i m@us.ibm.com>, Melinda Morgan <memorgani@us.ibm.com™>, Joe Barrey <jbarrev(@us.ibr.com=, Brian Shell
<bsheli@ns.ibm.com=, "Michael Curry” <m-curryl @attbi.com>, Krista McCaleb <kamccaleb@us. ibm.com>.

Hi Wayne

Plezse {ind attached, document detziling the updated numbers/procadurss for
ADED staff to contact the Arzone Portal kelpdesk in caze of probiems with
the Smart MOI cppiication.

Pleaze forward this email to your starf, who might be initiating the
contact. ;

(Se= attached Ale: Portal Customer Help Desk Procedures ADEQ
19-08-2003.doc)

Thank vou and please give me a call if you have any questians.

Bhaskar Meka

Project Manager, Arizona Portal
Biv Global Services

Fhone : (602) 248 7381

Cell - (480) 206 9057
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INTRODUCTION

==Y

a

1.1, PURPOSE

The purpese of this document iz to defime the requiremerts for the Arizona Portal ADEG Smart NOIL Web Application.
The Atizona Portai ADEQ Smart NOI Web Application is a web browser based mechanism to allow the public to submit
forms asscciated with the General Permit for Discharge from Construction Activities to Waters of the United States for the
state of Arizona. This application will be buili to execute in the Arizona @ Your Service Poral and will interface with the
existing Oracle Database Application {2DA) to deliver the application data collected to the State host database,

1.2. SCOPE

This requirements document is limited to the Arizona Portal ADEQ Smart NCI Web Application. Much of the Metice of
Intent (NOT) processing is performed by the Oracle Database Application and not covered by these requirements, Inderfacs
and integration with the Crzcle Database Application is covered in this document and refated interface control documents,

1.3. DEFINITIONS

eForm Cmline NOI form that contains all the nformation on a single web page. This version of the form

is expected to be used by experienced users.
Endangered Species Issue The situation that arises from the constmetion site latlong falling info 2n area designated as
sensitive because of an endangered species. The ADEQ has agreed to allow the US Fish and
Wildlife Agency to be notified in these cases.
The siuation thar arises from the construction site lat/long and constuction dates indicafing
there being a very low chance of stormwater mnotff, The ATDEQ permit does not require an NOI

ar SWPPP for this case. :
A construetion project that was originally authorized under a 1998 EPA Construction General

Erosivity Watver

Grandfathered Permits
Permit. These permits have been manually entered into the Oracle Database Application and
can be revised/extended with the new Smart WOL web application. :

MNOT Motice of Intent - an application (form) that construction related public users must fil ouf to get
a general permit authorization for the possible storm water munoif into waters of the 1S, within
Arizona,

NOT Motice of Termination — an application {form) that a user fiils out to indicate the completion of
the construction project covered by the corresponding MOLL :

QDA Oracle Database Application — the existing, ATDE( host based permitting application that
processes paper NOI forms currently.

A WO Form The version of the NOT form that is structured as a Q& A session. This version of the form is
expected to be used by inexperienced users. :

SWEPPP The Storm Water Pollution Prevention Plan is the plan that an operator must prepare (and

provide if needed) to define their plan for mitigating stormwater pellution.

The situation that arises from the construction site latvlong falling near a TMDL, impaired, or
unique water. The ADEQ addresses these situations during the approval process,

For purposes of caleulating days in disclaimer messages, a “weekday™ is considered to be all
Mondays through Fridays. Holidays are included as weekdays.

Any of the above situations that can cause a permit coverage request to be called out as needed

special consideration.

Water Issue
Weelday

Whoa Nellys
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1.4. ACRONYMS

ACL  Access Control List
ADEQ Arizona Department of Environmental Quality
EPA EnviTonmental l"mten;nnn Agency
ESA  Endangered Specie
FTE Fiie Transfer Proto ml
GIs Ceographic Information System
HTML Hyper Text Markup Langunage
ICD Interface Control Document
IETF  Internet Engineering Task Forcs
J2EE  Java Enterprise Edition
Jsp Java Server Pages
MS4  Mhmicipal Separate Storm Sewer Sysiem
NOI Motice of Intent
NOT  MNotice of Termination
ODA  Oracle Database Application
PCR Project Change Request
Q&A  Question and Answer
TWIL Toral Maximum Daily Load

1.5. REFERENCES
This document references the Interface Control Document {fnterface Control Document - Arizona (@ Your Service Portal 1o
ADEQ NOT Systemt) that documents the file interface between the Portal web application and existing Cracle database

system and application for NOI processing.

L6 OVERVIEW
The Arizona Portal ADEQ Smar: NOT Web Application iz a web browser based mechanism to allow the public to submit
forms associated with the General Permit for Discharge from Construction Activities to Waters of the United Siates for the.
state of Arizona, The application, which iz applicable to both large and small constuction sites, s Olled out with assistance
from the wehb application and is called a Notice of Intent (NCI). Once completed, the form is printed out by the user,
signed and faxed, hand delivered or certified mailed via US Postal Service to ADEQ. At that time the NOT is completed
and, in most cases, the Certificate of Authorization is also printed out for the user to display at the constmuction site. In
some cases, the application is not approved immediately and the State will mail out the Certificate of Autherization at a
later date. For some very smail construction activities (less than 1 acre), the need for the permit is automatically noted as
not required. In other situations, for example, for 1 to 5 acre construction activities in low erosivity situations, the need for

the permit coverage can be optionally waived by the user,

This web application will guide the user through the determination if & waiver is appropriate and then, if not, it will guide
the user through the application process. The web application will provide a map based service to assist the applicant in
location the construction site and obtaining the required latitude and longitude. The web application wiil log all

ransactions and create a file of all the application transactions. ADEQ will use FTP to wansfer (via “pull”) this data to the
ADE() host for importing mto the Cracle Database which will hold the data permanently. The Oracle Database Application

also implements all the further business processing surrounding the handling of the applications.

This web application will allow the user to fill out a form indicating that the construction activities are termdnated (Notice
of Termination - NOT.

The web application will alse provide various repc:rts for ADEQ Administrators on usage statistics and user experience

SUTVEY comments.
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2. CEMNERAL DESCRIPTION

2.1. PRODUCT PERSPECTIVE

Construction site storm-water discharze permits are currently being transitioned from B
Department of Environment Quality Water Quality Divisien. A modified permitting application has recently { completed in
Jan 2003} been developed on a State host with an Cracle Database to manage these applications and permiis that the State
The purpose of this project is to extend that system to support users applying for their

EPA to the State of Artzona

has taken over fiom the EPA.
permirs via the weh.

The web application will use the Arizona (@ Your Service Portal standard architecture of Java Server Pages (JSP) and Java
Servlets executing in a WebSphere application server. After collecting the NCI information the web application will make
the data available daily, in a file for the Oracle Database Application to pick up with FTP for importing into the Oracle
database and completion of the business processing associated with the NOI application, NOT application, and Waiver
certification.

2.2. PRODUCT FUNCTION

This product have been divided into four functional areas for reguirements specification:
[, MNCI Form application (including Waiver Certification)

2. NOT Form applicarion

3. Reports

4. Data trapsfer to the State Host

2.3. USER CHARACTERISTICS
There are two sets of users: one set of users consists of the general public who are using the application; the other sét are
ADEQ administrators who need to know how the system is being used,

2.3.1. General Public

There are two types of general public users that the application must address. New users are assisted via a question and
answer flow though the process of filling in the application. More experienced users have an option of using a single page
that allows them to enter all parameters at once.

2.3.2. ADEQ Administrator
ADEQ Administrators and other anthorized entities (e.g. EPA) are assumed Lo Wth--GILUWIEIj“EﬂE}iE users who are gathering

stafistics for management reporting functons.

2.4. CONSTRAINTS, ASSUMPTIONS, AND DEPENDENCIES

The mapping capabilities and design will be based on the Open Source MapServer for map/GIS services.

= Map cover data will be hosted in the IBM secure data Tayer at the Arizona @ Your Service Portal hosting location,

#  Map cover dafa changes are initially manually processed (nothing antomated) between ADEQ and IBNL
Automated changes are a possible but future capability.

Map cover data is about 200 Mbytes in 22 files and the files change only once every year at the most. Changes to
each of the map covers can be made independent of the other covers. No Project Change Requests {PCRs)
will be required to handle this level of change to the map cover data.

ADE(Q maintains configuration management of GIS/cover data: 1.e., ADEQ decides when the changes are made
and when the changes are sent to IBM for implementation.
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All software will be implemented in Java (including rehosting of the exsting Eresivity/Mapping application), the
standard implementation langunage of the Arizona (@) Your Servics Portal

ADEQ (via the Oracle Database Application) satisfies the Fish &Wildlife interface requiremnents, either via
listserver, reports or e-mails for both web-entered and the Oracle database-entered entered NOTs.

*Whoa Melly™ status and dispositions are cormmunicated to users irom the Siate via the Cracle Database
Application.

Mamzsl {paper) forms that are submitted to A_.a:l:Q are entered manually directly into the Cr“::.t: Diatabasa
Application, as i3 currently done.

Paper based signatures on printed web MNCIs will be used to satisly security/legal raquirements,

Database changes in the Cracle Database Apvlicarion are expected to be required to suppori the Arizona Portal
ADED Smart NOT Web Application.

The sxisting Erosivity/Mapping application or 2 new ADEQ hosted MapServer agplication will support the Oracle
Daxabase Application queries for erosivity/™ Whoa Nellys”.

The Oracle Database Application will provide informationTeports to ADEG web for public access o NOI filing

miormation.

Future Capabilities

@ 8 & @ a

[+

Awtomated changes hetween ADEQ and IBM regarding map cover changes are a possible but future capability.

Linking MCIs which share a common "Froject” name to simplify data entry is a possible, but future, capability.

Processing for attaching SWPPPs to MOIs is a possible, but future, capability,

A unique web application that would be used exclusively for evaluating a latitude/Tongitude for erosivity and
*“WWhoa Nellys” is a possible, but future, capability.

A Eiosk implementation of Smart NOI is a possible, but future, capability.

Spanish is a possibie foture enhancement.

A full implementation of a paperless environmment is a possible, but future, capability,

Implementation of possible cartology standards - e.g. undx:rgromd storage tank symbols, is a possible, but future,
capability.

Customized reportsg‘handheld information/interfaces for inspectors is a possible, but future, capability.

Revisions are a possible, but future, capability,

Capabilities to support experienced users entering Smart NOT information by using a single web eForm where ail:
parameters can be entered is a possible, but future, capability.

2.5. BUSINESS RULES

Most of the business rules associated with NOI applications are implemented in the Cracle Database Application. These
mclude verification of signature, reviewing the application for special considerations (dry wells), approving or disapproving
the application, visiting the construction site, efc. The Arizona Portal ADEQ Smart NOT Web Application implements a set

of rules in the waiver deters

rmination process and in the validation of fields where the user enters data. These rules and

validations are decumented in the tables in the “Input™ sections of section 3.0 Specific Functions.
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3. SPECTIFIC FUNCTIONS

& 4 AT Lo et r

3.1, FUNCTIONS

There will be 4 main funcdens provided by this application:

1. NOI Form {inclhiding Waiver Cartification} - Submit an NCT {or get a waiver) and log the transacticn.
NOT Form - Submit an NOT and log the transacticn.

3. Web Reports - Provide web reports on user tansactions.

2
35
4. Transfer Transaction data to the Cracle Database Application — Create files for Oracle Database Application to oull.

3.1.1. NOi Ferm (incinding Waiver Certification)

2.1.1.1. Funciions

The purpose of this section i3 to define the requirtements for the smart WOI Form web application.

3.1.1.2. Inputs
The following information is currently on the NOI Form and shall be recsived as inputs or caleulated in the identified wavs

when the nser is Alling in an NOI Form.
Data Item How Entered | Defauit Value | Validations/Rules/Processing |
{ Grandfathered Permit Checkbox on form | None If Grandfatherad, NOI will be

handled as a new NOI with a normal

situation {2 day approval). “Whoa |

. - Melly” checks will be passed to the

| Oracle Databaze Application.

| Grandfathered Text Feld MNone OCunly entered if user indicates that |
{ this is a Grandfathered permit. |

flag

| Authorization Number
New/Revised | Checkbox on form MNo
NOL/Waiver Revisions are not implemented, so
| { this checkbox is always "No"..
Prior Authorization # ( Text field Mo

Revisions are not unplemented, 50

this field is alwavs blank.

Located on Indian YN Mone If Yes, terminate the application

Country Lands process with a message that the user
will be redirected 1o the EPA,

Owner/Cperator First Text field Mone | Mome. Either the fivst and last name

MName are entered or the business name,
but not both.

Owner/Operator Last Text field - MNone MNone. Either the first and last narne

MName are entered or the business name,
but not both.

Orperator Phone Text Field None - Noneg

Cperator’s Business Text Field MNone Mone. Either the first and last name

Mame are entered or the business name,
‘but not both.

Crperator Address Text Fields (Address, A defaulted for | Mone

| City, State, ZIP) State
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| Operator e-mail Address | Text Field | None | Optional |
| Operator Status | Check Box — Federal, | None | No processing based on this field |
State, Other Public, | I .!
SE | Private, Tribal. | | 2 .
roiect/Site Name | Text Field | None | None s
Type of Project i Drop-down list of i Mone | Only one must be selected. _hi
i @ private residence g
; s subdivision/master ‘ i
= plamned community | , |
° commercial property | i |
{= wtlity | I
| = school | E
|'»  industial property | |
o gther | i i
Type of Project: Other Text Field None | This is filled in only if “Type of |
hE | Project” is “Other” I
Subdivision Approval Checkbox: Yes, No | None If “Type of Project” is |
flag “Subdivision”, then this field must |
2 ‘be checked. |
| Name and Mumber of Text Field Mone f“Subdivision Approval” flag is
Subdivision “Yes”, then this must be filled in.
Part of Greater Plan flag | Checkbox: Yes, No Mone None
| Other Environmental Text Field Mone MNone
Permits 3]
| Site Address Text Field Mone Either "Site Address” or "Site
Physical Location” must be
specified, |
Site City | Text Field None Optional
Site Physical Location Text Field MNone Either "Site Address" or "Site
Physical Location” must be
specified. :
Site Phone Text Field None Cptional
County Text Field Filled in from No manual input, FIPS Code will be |
' 313 application | provided to the State, Text name
| will be displayed to the user.
ZIP Code Text Field | From GIS Mo manual input ;
Township/Range/Sectio | Several Fields From (IS Mo mamual input. Mot printed on
/O Ot Qe NOI: only in FTP to the Oracle
Database Application,
Latitude | Mumeric Field MNone Valid formats are ddmmss;
ddmmss.s; ddmmss.ss; ddmmss.zss:
if three digits of precision are not
provided, then the appropriate
number of "0"s will be appended.
Longitude Numeric Field None Walid formats are dddmmss;
" dddmmss.s; dddmmss.ss:
dddmrmnss.sss: if three digits of
i precision are not provided, then the
appropriate number of "0"s will be
appended. MNote that the "-" is not
allowed and is implied.
Estimated Project Start |- Date Field MNone Must be before end date |
| Date |
Estimated Completion Diate Field MNone Must be after start dage
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Late .5 | |
Maxizum Erosivity Auntomatically calcuiated | None Presented to the user amiomaticaily |
Date | in waiver case. . when their project is in a waiver |
: i sitation. |
Estinated total acres Mumerie Field | Mone | Used to determine if arosivity !
disturbed with the | waiver is an option. This should say
| project | | to the “nearest half acre™ on the
_ | s i | form.
| Estimated total acres MNumeric Fieid | MNone | Do procassing based on this fizid
disturbed by vour | |
ODeratons b |
i List of non-storm water | Text Field | MNone Mfust have some valne filled in.
discharges expected i i | .
Mamie of closest waters | Texx Field Initally from | Filled in by call 1o GIS database, |
o construchon site GIS with the option to override by the
Pty | user.
Potential Discharge to Checkbox: Yes, Mo None MNone
iS4 flag =
MEB4 Owner Text Field None | If “Potential Discharge to M34 flag”
15 "Yes”, then this field must be
| filled in.
Linear Construction Checkbox: Yes, No, N/A | None None
Project
Closest Perennial waters | Text Field | From GIS Filled in by call to GIS database.

Not printed on MOL only in FTP to
. the Oracle Database Application.
Checkbox: <1/4 mile, 4 From GIS Filled in by call to GIS database.

Distance ffom site to

perennial water body to ¥ mile, = 1 mile, =3 Mot printed on NOL only in FTF to
| miles. the Oracle Database Application.
Mame of watershed Text Field From GIS | Filled in by call ta GIS database,

Code is passed to the State, Text
Name is displayed to the user. Not
printed on NOT: only in FTP o the
Oracle Database Apolication.

Filled in by user locking at provided
i map. Encumbrances based on the
lat/long will be passed o the ODW
in the log file. This field will be the
Operator’s determination of the

| encumbrance, which should take the
shape of the construction site ntor
account - not just a single poini
lat/long. Not printed on NOI: only in |
FTPF to the Oracle Database
Application,

where project is located

Within ¥4 mile of an | Checkbox: Yes, No MNone
impaired water or
 discharged into an
impaired water

SWPPP confirmation Check Box: Yes MNone If checked, then verify they enter a
“view at” location

SWPEP “View at” Text Field Mone Must be filled in if above iz

Location checked.

SWPPP View Contact Text Field Mone Required

Last Name '

SWPPP View Contact Text Field None Required

First Mame i

SWPPP View Contact | Text Field | None | Required
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Phone Mumber |
Within ¥ mile of an | Checkbox: Yes, No Mone
| impaired water or
discharged into an
| impaired water

{ Filled in by user looking at provided |
| map. Encumbrances based onthe |
lat/long will be passed to the Cracie |
Database Applicaticn in the log file.
This field will be the Operator’s
! determination of the encumbrance, |
{ which should take the shape of the
i constuctiion site into account — aot
il | i just a single point lat/long, |

I !
i Certification Printed | Text Field “None Feqguired
First MName e : ,
| Certiiication Printed | Texr Field Mone f Required dl
| Last Nanie | i
| Cernfication Title | Text Field e None | Requived !
Certificate Address Text Field : Mone i Regquired A
Certificate Phone Text Field = [iMone | Required : |

3.1.1.3. Processing

The MNOI Application processing requirements are as follows:
31.1.2.1. The Arizona Portal ADEQ) Smart NOI Web Application shall provide a method for “flling in” the NOI
application that supporis inexperienced users {using a directed, question and answer approach — Q& AForm.

The Arizona Portal ADECG Smart NOI Web Application Q& AForm shall guide a user through the process of

SRl
apswering the questions designed to determine if they are not regulated by the State (less than an acre or Indian
Country Lands) or are allowed o geta waiver. If regulated and no waiver is granted, the Smart NOIT web
application shail then guide a user through the process of filling out the remainder of the NOI application.
3.1.133 Deleted

3.1.1.3.4.  The Arizona Portal ADEQ Smart NOI Web Application Q&AForm shall always require the following data
enterad before beginning the Q&.A process:

a  Operator First Mame and Last Mame or Busimess Name

e  Operator E-mail Address

»  Operator Phone

@  Operator’'s Address, including city, state, and ZIF code

s Operator Status (Federal, State, Other Public, Private, Tribal)

e Project/Site Name -

The Arizona Portal ADEQ Smart NOI Web Application Qd&AForm shall allow the user to provide the latitude
and longitude of the project site by either entering them directly or using a map to pan and zoom and select the
exact location. The capabilities of this map function shall be roughly equivalent to the prototype Smart NGI
application provided by the State.

At the point where users determine that they are eligible for a waiver, the Arizona Portal ADEQ Smart NOI
Web Application shall allow them to decide whether to accept the waiver or continue on to submit the NOI
form.

If the user takes the waiver path, the Arizona Portal ADEQ Smart NOI Web Applicaticn shall not check for the

“Whoa Melly” situations (in release 1 these are water issues (impairedfunique/TMDL) and ESA issues), but the
application shall acquire all the relevant “Whoa Nelly” info from the GIS data for the purpose of passing it to
ihe Oracle Database Application via the transaction log.

3.1.1.3.8.  Ifthe user decides to take the waiver path, the “Latest Completion Date” field printed on the Permit Waiver
Cepification form shall be the end construction date entered by the user on the form. The latest erosivity
waiver date shall be logged however, for transfer to the Oracle Database Application.
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The Arizona Portal ADEQ Smart NOI Web Application shall provide the ability to print a blank NGI, NGT
and Waiver Certification forms from the web site (may be via links to existing ADE( weh szie).

The Arizona Portal ATEQ) Smart NOI Waeb Application shall provide the ability to print & filled-in form
without the ID number before actual submmission.

The Arizona Portal ADEQ Smart NOL Web Application shall explain how users can save PLF files locaily for
prinmng later. ;

The Arizona Portal ADEQ Smart MOl Web Application shall ailow multipie attermpts at getting a waiver
{ailow changing start/end date over and over). : ;

The Arizona Porial ADEQ Smart NOI Web Application shall allow 2 waiver (no permit required) if the
construction site is between 1 and 5 acres (and not part of a larger project) and the ercsivity factor (“R value™)
i3 less than © between the construction star and end dates (using the 3iate provided map covers and the lavlong
of the project site).

The Arizona Portal ADEC Smart NOI Web Application shail use the State provided map covers to determine
the following information about the lat'long of the project site {for use in deciding upen certificate generation
and approval dates — this information will be logged for retrieval by the State but will not be communicated to
the nser).

o Within 1/4 miles of Impaired or Unigue or TMDL Waters

2 Within an Endangered Species defined area

he Arizona Portal ADEQ Smart NOT Web Application shall, upon completion of all data entry and
processing, provide instructions for the user to print out two documents on their local printer. The first
decument will be the acmal NOT Form (N pdf). The instructions will tell them to sign and mail in that
document. The second document will be a document that they will keep for their records, which will describe
to them the results of their application (as known ar that time). This decument will be in the form of the
current NOT Certificate being printed from the Hest application that works with paper based applications
{ Mormal pdf}.
The Arizona Portal ADEC Smart MO Web Application shall handle the following cases. Each case results in
a different sitvation to communicate to the wser via the two documents that will be printed out. (More detaiis

about these cases can be found in the table following in the cutput section).

Indian Country Lands — project 15 not regulated by ADEQ), but the user needs o talk 1o EPA Region 9.
(Indian Lands case) :
Less than an acre — project is exempt from having to submit the NOT application (minimum information of
name and address of operator is acquired) (Unregulated situation — nothing is mailed in).

BEetween | and 5 actes with low erosivity during the consiruction period (Walver case - Permit Waiver
Certification form 1s printed, signed and mailed in). ;

MNaormal case: the project will be approved in 2 weekdays as long as the user mails in a signed copy of the
NOI form and ADEQ doesn't find any problems pending a review of the application. {Mormal case),

The project authorization is not ﬂr.:ranved the user needs to sign/mail the NOT Form and send in the
SWPPP for approval, and within 37 weekdays {goal) the NOLSWEPP will be approved or rejected. {This
is referred to as the “Warter Issue Case” — impaired, TMDL, or unique waters).

The Project autheorization is not approved yet, the user needs to sign/mail the NOI Form, they will hear
within 32 weekdays or else they are approved. (This is referred to as the "ESA" case). If the total acres
dizturbed is less than five acres, then the ESA check shall not be performed.

The Arizona Portal ADEQ Smart NOI Web Application shall allow a user to review the whole NOI before
submission — implementing & multi-step process to ensure there was intent to de the submission.

The Arizona Portal ADEQ Smart NOI Web Application shall assign an “TD number” sequentially within a
range to be provided by the State,

The Arizona Portal ADEQ Smart NOI Web Application shall create the “Authorization Number” for the
printed NOT Certificate by concatenating the sring “AZCON—" with the ID NMumber.

The Arizona Portal ADEQ Smart MOI Web Application shall assign an “Inventory Number™ cn the prineed
MOIT Certificate of “1032467,

@
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3.1.1.3.21. The Arizona Portal ADEQ Smart NOI Wel Application shall create the “AZPLES #” field by concatenaring

“ATCON-" pius the ID Number.
The Arizona Porral ADEQ Smart MCI Web Application shall support “Grandfathered” Permirs:
1. The user must enter the previous Authorization number and all NOI application data
Mo waiver, water issue or ESA checks wiil be applied in the Web Application.
The MOI certificate will be issued as a Morrnal Case (2 weelday stipulation),
The MCI entry in the trensacton log will include the Grandfather Authorization nummber and ali the GIS
water izsue and ESA issue information o support a manual examination of the Grandfathered WG in the
Cracle Database Application.
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The Arizona Portel ADEC Smart MOT Web Applicatdon shall collect optional user experience opinions/dara

via “Contact ADBG" and will e-mail the collected data to a provided ADEQ e-mail address. Data collected

shall include:

@ MName

City

State or Country (if not US)

E-mail

User type:

s Owmer/Cperator

Consultant

Regulator

Government

Financial

Law

Interested Party

Other

@ Message (tequired field)

a  The system will autemarcally colleet standard browser information, including browser used and zcreen
resolution.

The Arzona Portal ADEQ Smart WOl Web Application shall collect optional user experience opiniona/data

and store them in the log via a Survey. Data collected shall inchade

@ An introductory explanation of “Thanok you for your interest in taking this short survey. Vour responses
are anomyTous.”

@ The systern will automatically collect standard browser information, incleding browser used and screen
resolution,

o The systemn will autematically collect which formis) were used,

#  How did you find out about Smart NOT?

e
iy
-
e

Lk
@ @ & @

e B ¥ o 3 & g

Led
(]
Lh

EallsH

a - Radio
2 Television
@ MNewspaper/Print Media
3 Mail -
s Internet
@ Search Engine
a Other
s How satsfied were you using Smart NOI
@ Very Satisfied
o Somewhat Satisfied
o Mot Satisfied

Was the application easy to use?

Was help eagy to find?

Was the “Help” useful?

Please give us vour comments on Smart NOI: <text>

& & B 8
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The Anzona Portal ADEG Smart NOI Web Application Survey information shail be stored for six months.
The Arizena Portal ADEQ Smart NOI Web Application shall provide two levels of help: simpie help on
getiing through the process of using the web application, hosted locally with the Smart NOT application, and a

more sophisticated help which will point to information to be hosted on the ADEQ web site.

Lk
S
i

more defail in the Outputs secton table belo
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The Arizona Portal ADED Smart NOT Web &pmncasmh
The Arizona Portal ADEQ Smart NOI Web Application shall provide the capability for the user o copv th
"Operator's” information into the "Site" information, the "SWPPP" mformation, and the "Sisner” information.
31. The Arizona Portal ADED) Smart NOI Web Application shall provide rbe capability for the user to copy the

"Site" information into the "SWPPP" information.

a2
[
L
[

"SWPPP" informartion into the "Signer” information.

Lid
Lid
Lid

SRk

mmber shall be called a "Reference Number",

3.1.1.4. Chutputs

The Arizona Portal ADED Smart NOT Wb "I'lpD'ICﬂl.lﬂu shall mainrain a log of all ransactions as defined o

shall print distances in miles.

12

The Arizona Portal ADEQ Smart NOT Web Application shall provide the capability for the user to copy the

The Anzona Portal ADECG Smart NOI Web Application shall indicate that the "ID mumber” is an
"Authorization Number” if it a standard MOI or an NOT with ESA issue. If the MOI has a warer issue, then the

The outputs of the Arizona Portal ADECQ Smart NOI Web Application are (in general) a printed document for the user to
sign and send to the state, a printed document for the user to keep as a history of the ransaction and an entry in the

ransacton log recording the transaction.

The following table summarizes the requitements for these outpute based on the different simation of users.
q

Printed by the

Lopred

User scznario/case Web form Printed by the user to keep
eption(s) user to send to
- ___| the State
Land iz on Indian Smart NOIT Message about talking to EPA |Mothing printed | MOIT entry with the
|Country Lands | Q&AForm and Region 9. Example provided |out 1o send (o the |minimum identifying
Form. with Requirements package —  |state. linformation collected
Indian. pdf and flag Indian Lands
e | and the user PDF.
Unregulated situation | Smart NOIT \Partial WOI certificate with (Mothing printed | NOI entry and the user
iless than 1 acre) Q& AForm and unregulated words. Example | out to send to the |PDF. Flag as
eform iprovided with Requirements  |state. unregulated. i
|package — Unregrdated. pdf
Waiver situation (1-5  |Smart NOI Partial MOI certificate with Permit Waiver  |NOI entry, the user
acres, low erosivity)  |Q&AForm and Waiver words. Example Cernfication PDF and the State
eForm [provided with Requirements | Example PDF (Permit Waiver
{package — WaiverLetter pdf  |provided with Certification}
' requirements
package —
HWarver. pdf.
Mormal case — no Smart NOI NOI Certificate using the NOI Form. MNOT entry, the user
water or ESA Issues  |Q&AForm and Oracle Database Application  |Example PDF and the NOI
{or a Grandfathered = [eForm icersificate as an example with  |provided with Form PDF.
EPA Permit). language about contingencies. |reguirements
Approval date is the current  |package -
day. Example provided with  |NVO{L pdf.
L Requirements packags —
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| User scenario/case | Web form | Printed by the user to keep | Frinted by the | Logged !
| option{s) | | user to send to | :
| | the State | j
| | | Normal. pdf | : i
{ Warter [zsus case I!Smari NOT | Partial NCI cartificate with iNCI Form. |01 entry, the user _dj
| Q& AForm and Water [ssue words, Example  |Example 'PDF and the NCI {
| jeForm \provided with Requirements  |provided with  |Form PDF. ; I
i | {package — Waterlssue.pdf requirsrments i : |
5 ; {package — i |
. L | | MOLpdT. i I
[E3A Issue case | Smart NCI INOI Certificate w/ 22 weekday |MOI Form. |NOI entry, the user |
! l0&AFormand  |day disclaimer Exarple Sxample |PDF and the NOT |
i |eForm provided with Requirements  |provided with  |Form PDF.
| j paclage — ESdlssue pdi ITequirements ‘ |
| nackage — | ¢

| a
In addition to all the NOI Form parameters being logged (for the State “Pulling” daily), the following parameters from the

(IS data for the lat/long will be logged for passing to the state:
Impaired Waters encumbrance {True/False and related data — see the Interface Conmrol Document - Arizona @

| i
| ' NOL pedf.

)
Your Service Portal 1o ADEQ NOI System for details) :

s Unique Waters encumbrance (True/Faise and related data — ses the Interface Control Document - Arizona (@ Your
Service Portal to ADEQ NOI System for details)

s TMDL Warters encumbrance (True/False and related data — see the ferfioce Control Document - Arizong @ Your
Service Portal to ADEQ NOI System for details)

@  Endangered Species encumbrance (True/False and related data — see the Interface Control Document - Arizong (@

Your Service Portal to ADEQD NOT System for details)

In addition, the following data items about the user’s experience using the Arizona Portal ADEGQ Smart NOI Web

Application shall be logged:
#  Flag to indicate whether the user displayed the printed format of the “User” document.
@  Flag to indicate whether the user displayed the printed format of “State” document.
»  Scenarno that user followed to completion (e.g. Not regulated, waiver, MNormal case, Water issue, ESA issue, etc),
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312, MOT Form

3.1.2.1. Functions

The NOT web application allows a user to file the Notice of Termination form that wiil denote the completion of the
comstriction activity covered by the original NCI. The user must provide at least the NOI Permit Authorizaton Mumper
and the NOI Owner/Cperator Name and the application will find the existing NOT if present and pre-populate the
aporopriate fields fom the transacton log. If the NOT is not in the history log, then the user will have to provide all the
data for the form.

3.1.2.2. Inputs.

The following information shall be received as inputs or provided from the history log when the user is fiiling in an NOT

application.
| Data ltem Name | How Entered | Default Vajue | Cther Description
| General Permit Text field | Mone | User must provide R
Authorization Mumber | | .
| NOI Coperator First Name | Texe feld MNone i User must provide and it must match
i the NOI (accessed via the
= ! Authorization number)
| MNOI Operator Last Name Texe field MNeone User mmst provide and it must match
| the M1 (accessed via the i
| Authorization number)
| NOI Operator Address | Text Field Nong If not in log, then user must fill in. |
NOI Operator City | TextField None If not in log, then user must fifl in. |
NOI Operator State Text Field Mone Ifnot in log, then user must fillin. |
NOI Operator ZIP Text Field MNone ; If not in log, then nser must fil in. . 1|
NOT Operator Phone Phone Number | None If not in log, then user must fll in.
| Project/Site Name Text Field None If not in log, then vzer nst fill in.
Site Physical Location Text Field Defaulted if in Log | If not in log, then user must fill in.
County | Text Field | Defaulted if in Log if not in log, then nser must fll in.
Site ZIP Text Field | None If not in log, then user must fill in.
Latitude Text Field | Detfaulted i in Log If not in log, then user must fill in.
| Longimds | Text Field Defaulted if in Log [f not in log, then user must il in.
| Termination Reason Checlbox None User must check one.
Certification Printed First | Text Field | Defaulted ifin Log | If not in log, then user must fill in.
MName ;
Certification Printed Last | TextField - | Defaulted ifin Log Ifnot in log, then user must fill in.
MName , | ;
| Certification Title | Text Field | Defaulted ifin Log | If not in log, then user must fill in.

3.1.2.3. Processing

3.12.3.1. The Arizona Portal ADEQ Smart NOI Web Application shall provide a web form for the Notice of

Termmation action. :

The NOT form shall be awtematically pre-filled with information from the log i the NOT was filled in with the

Arizona Portal ADEQ Smart NOI Web Application within the archive period. {After the user idemtifies the

corresponding NOT with the authorization mumber and the NOI Owner/Operator Name data). The NOI

Crwmer/Operator Name check shall be case independent.

3.1.2.3.3.  The NOT form shall collect all information as described in the Input table above, implementing all business
riles/data validations called for there,

3.1.2.34 The NOT form shall log the transaction (all data items) in the Portal based transaction log.

L
s
i
HE
f-d

Jd
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The NOT form shall instruct the user in printing the NOT form to sign and send to the State.
The NOT form shall instruet the user in printing a form to keep as their record of the transaction.

s
SRk

3.1.2.4. Cutputs
The outpurs of the NCT Forrn procass are (in general) a printed document for the user to sign and send to the state,
primted document for the user to keep as 2 history of the transaction and an entry in the transaction log recording the

fransacton.
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The fellowing table summarizes the requirements for these outputs.

u‘[E
Hiil

| User scenario | Webform | Printed for user to keep | Printed for sserto | Logged

! | option(s} | | send to State | :
Termination |NOT Ferm  |Example provided with fZ\'OT Form. |NOT entry, user PEF, |
_ || | Requirements package — |E:campl¢ provided with | State FDF. |
i i | NOT ztter pdf |requirements package — |

| | -' |NOT.pdf: ) |

In addition, the following data items about the user’s experience using the Avizona Portal ADEQ Smart MO Web

Application shall be logged:
»  Flag to mndicate whether the user displayed the printed format of the “User” document.
s Flag to indicate whether the user displayed the printed format of “State™ document,
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3.1.3. Web Reports

3.1.32.1. Functons
The purpose of this function is to allow Arizona Portal ADEQ Smart NOI Web Application administrators c access online
rzports about usage and user sxperiences.

3.1.3.2. Inputs
Inputs io this function will be the type of report and any associzied report parameters (e.2. start and end dare). Details of
these reports and parameters will be provided at design and protolype reviews. :

3.1.3.3. Processing
-1, The Arizona Portal ADEQ Smart NOI Web Application Web Reports will be secured by the Arizona @ Your
Service Secure Gateway o known and approved users authenticated with user ids and passwords.
3.1.2.3.2. The Arzona Fortal ADE(Q Smart NOI Web Application shall provide web based, online reports about use of
the Arzona Portal ADEQ Smart NOI Web Application:
a  MNumber of NOT forms created onling using the Q& AForm.
e  MNumber of NOT forms created online.
s Summary of decuments that were displayed to the user for printing.
o MNumber of each type of MOI user scenario {e.g. Not regulated, waiver, Normal case, Water issue, ESA
issue, etc).
s Number of abandoned transactions.
s MNumber of forms by County.
: o Surnmary and detail reports on user survey fesdbacik.
3.1.3.3.3.  The Arizona Portal ADEQ Smart NOT Web Application user interaction reports shall cover the most recent six
months of historical data.
31334,  The reports shall be provided in & printer-friendly format.

Had

e

3.1.3.4. Dutputs
Outputs of this function are web pages that represent the above data to the administrators. Detail screen/report formats will
be provided at design and prototype reviews.
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3.1.4. Tramsfer Transaction Data {o the Oracle Database Application

3.1.4.1. Funetions

This zection defines the requirements for the traensier of Smart NOT user ransaction data from the Portal to the State host,
The fmferface Control Document - drizona (@ Your Service Porfal io ADEQ NOT Sysrem will define the details of this
mrerface. The Oracle Database Application wiil FTP “Puil” files from the Porral at night.

4.2, Inpurts

L%

The inouts to this function are the transacton logs that have recorded the user’s ransaction in terms of MO and MOT form
the stare) of the trangaction, and

filled parameters, the PTOFs that represent the printed version (kept by the user and sent to
data collected by the application abour the user’s experience when filling in the forms.

3.1.4.3. Processing

2.1.43.1.  The Arizona Portal ADE(Q) Smart NOIL Web Application shall create 2 file of all the day’s ranssctions at
midnight AZ time and make that file available for the State host to “FTP Pull” after that time. Details of that
interface can be found in the [nzerface Control Document - Arizona (@ Your Service Portal to ADEQ NOT

Systen.
3.14.3.2.  The Arizona Portal ADEQ Smart NOI Web Application shall impiement the transfer mechanism so that
nothing is lost if the State host does not Pull the file at the commect time or misses a day completely,
21433  The Arizona Portal ADEQ Smart NOI Web Application shall maintain a history of the actual data transfers

{date, time, # records, status, ete?) for managing, auditing and testing purposes.

3.1.43. 4 The Anzona Portal ADEQ Smart NOI Web Application {or manual procedures) shall support a State request to
refry a particular day’s transfer.

The Arizona Portal ADEQ Smart NOI Web Application shall retain all fransaction log and file transfer
information for ar least three years.

!.n.'l
=
Lid
L

3.1.4.4. Ouiputs
The outputs of this function are the files created for the State to pull and the history data about the success of the transfers.
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4, EXTERNAT INTERFACE REQUIREMENTS

4.1. USER INTERFACE

4.1.1 User interfaces shall be consistent i display and :ness.;,mﬂg
The Portal shall provide a mechanism to make any servics or information available within a “three clicl” lmit,

412

4.1.3, The Portal shall be accessible as verified by Baobby 4.0, pricrity A.

414, The Arizona Portal ADE() Smart NCI Web Application shall support Netzcape 4.x and Internet Explorer 5.x.
The site shall provide recommended browser information. The Portal and applications will be tested on
Netscape version 4.7 and [E 3.5

4.1.5 Elements of the system developed in HTML shall be in accordance with the Internet Engincering Task Force
(IETF) standard for HTML 4.0.1 transitionai.

4.1.6. The User Interface shall be in Englizh.

4.2. HARDWARE INTERFACE

4.3, SOFTWARE INTERFACE
43.1. The Arizona Portal ADEQ Smart NCI Web Application shall be buiit using the open architecture and industry
standards of the IBM e-business application frameworls, specifically, the IBM WebSphere Application Server

and the IBM HTTP Server environments.
Elements of the Arizona Portal ADEQ Smart NOT Web Application developed in Java shall be written in the

Java programming language, version 1.2,
433, Elements of the system developed as Java Serviets and Java Server Pages (JSPs) shall use Java Serviets APT

2.2 and ISP 1.1.

4.4, COMMUNICATIONS INTERFACE

441, The Arizona Portal ADEC Smart NOT Web Application shall mterface to the State via a pmraie IF
communication link between the State network and the [BM hosted AZ Portal.
442, The Arizona Portal ADEQ Smart NOT Web Application shall provide an FTP interface for the State host to

retrieve the interface fles.
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5. PERFORMANCE REQUIREMENTS

5.1. RESPONSE TIMES

Ll The Anzona Portal ADECQ Smart MOT Web Applicaticn shall sxhibit response Himes consistent with normmal
web/browser based applications {2 to 10 second range).

5.2. DELIVERY TIMES

N/A

3.3. SYSTEM AVAILABILITY

The Arizona Portal ADEQ Smart NOI Web Application shall be available to customers 7 dayw/'wesk, 23

531
hours/day. {Note 1 hour per day is available for required sysiem mainienance)

53.2. A daily window betwesn 5:00am and 6:00am Central shall be available for IEM support personnel to perform
any required System maintenance,

5.3.3. Any other scheduled downtime shall be coordinated with and approved by the State Portal Manager with at
least 3 days advanced notice when possible.

534 Dring scheduled downtime, whenever possible (e.g. Web Server is still up), the system shall inform end users
of the status of the Arizona Portal ADEQ Smart NOI Web Application, ADEQ hours of operation and a ADE(Q
contact number in the event the customer wishes to contact ADEG.

335 Backup and archival of files (to tape or to some other external storage media) shall be supported while the
system is in use and shall be made with minimal degradation of service to the customer,

SHE Databases shall be stored on a highly available external data storage system that utilizes RAID,

S Baclups shall be capnred nightly and master recovery tapes are stored off-site.

5.3.8. The capability to restore system data shall be provided. Procedures and programs shall be provided to enable
rapid recovery from hardware or software failure restoring to the most recent backup data available,

339 Agents on all servers and network devices shall produce diagnostics that are captured and analyzed by a system

monitorng application. Support staff shall be notified immediately in the avent of trouble.

5.3.10. External monitors shall view the web pages from the end-user’s perspective. These monitors shall notify
support staff in the event that responise times are outside of acceptable parameters, if there is no response, or if
the response is an error, Performance and capacity trends are anaiyzed to maintain current and anticipated

future needs,
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6. SYSTEM ATTRIBUTES

£.1. SECURITY

kil Reuter Access Control Lists {ACL) shall provide the first line of security for the site.

Gl Behind the routers, sephisticated weli-configured firewalls shall protect hosts’ services from unautherized
ACCESs,

6.1.3 The Portal shall provide the ability to exscute secure, authenticated, two-way transactions using SSL protocols
with 128 bit encryption.

G.1.4, Cn'the servers, LAN inmusion detecticn software shall mun that is constantly looking for the sienature of an
attacker. This software works in conjunction with the firewall software to shutdown an attack in progress.

(el Frequent “port scans” shall be performed to monitor (e expected level of security, and verify that it is being
met _

6.1.6. Security menitors shall warch network raffic as well as server log files to detect atternpted security breaches.

6.1.7. If security incidents occur, TBM shall provide the State (GITA) a security report identifying the security
incidents encountered and the resolution acticn taken for each. _

6.1.8. IBM shall protect the confidentality and integrity of both customer supplied and Arizona State data during

network ransmizsion.

6.2. MATNTATNABILITY

6.2.1 Use of vendor specific or non-standard fimetions shall be minimized. Any such instances shall be well
documented, and i1solared to function modules, which may be easily replaced.

Svstems shall incorporate rense assets; use IBM frameworks and other middieware products whenever possible
to decrease the development and maintenance costs of in-house developed software.

Commercially available software components shall be utilized, when practical, to decrease development and

MAINENANCE COsts.
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7. DTHER REQDUIREMENTS

7.1. DESIGN AND DEVEL ﬂPPrE"*IT PLATFORMS

Tkl All developed libraries shall be resnirant.

Tl All standard Hbraries that are non-resntrant shall be protected against threads malking damaging calls,

Tl b2k, The Arizona Portal ADEQ Smart NOI Web Application shail not use hardware specific libraries that would
Limit portability.

7.1.4 The Arizona Porta] ADEQ Smart NOT Web Application shall not require kernel modifications or vendor
specific extensions; however, these are allowed for higher performance. ;

Tl s Software components shall handle sxceptions.

Al Seript in the HTML pages shall be written in JavaScript, at the level supported by the above browsers.

Tl The Arizona Portal ADEQ Smart NOT Web Application shall conform to the programming standards defined
by Sun for the Java Programming lanpuage — see: httpe/fjava sun_comfdocs/codeconyvy.

7.1.8. The system shall be developsd in accordance with the IBM Houston Solution Development Processes,

7.2. OPERATIONS :

el The operations of the Anzona (@ Your Service Portal web site which will host the ADEQ Smart NOI Web

application shall be monitored with autemated alert software 24 hours a day, 7 days a week.
T2 Pormal operation support personne! shall be available 24 hours a day, 7 days a week via phone and e-mal:
s 1-B88-T50-8288, pin 2180357
s opsi@clearlake.ibm.com
7.2.3 [EM shall provide operaticnal and diagnostic support and coordinate with ADEG for problem resolution.

TALEL Backup and archival of files {io tape or to some other external storage media) and other routine system
maintenance activities shall be supported while the system is in use and shall be made with minimal

degradation of service to the user.
Tty Incremental backuops shall be performed nightly.
7.2.6. The capability to testore system data shall be provided.

7.3. TEST PLANS

Tiahil, Test plans and test specifications shall be created and executed.

Lad
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(2 Survey :
1 Other = A 1 i B
Interret L) ' } W In locking for the NOI form, | found the
: ' = |Smart ..
) iy iy 7y | Please enter your comments here.
iy Lt . | Thare didn't .. |
e Falh, - - .- -
LOomimanrs

How satistied ... 7 Commants

Flease anter your comments hera, Very good, and easy to use. The best thing is the (Help)

[ | Pleasa enter your comments here. Based on discussions with ADEQ the reciaving waters was raquired fo be from ]
the list of Arizona waters and was not applisd fo this application. Also nead to have option for physical location
instezu of operatcrs adress. Otherwise for was easily applied. Plsase conmtact Charles Rusrup [928-328-2577) or

| Dwight Clark ($28-328-2948) concarning questions above,

o
& Pretty nics setupl
O { Good system with helpful structurs
%
B Great application
L
i Please enter your comments here. | wasn't able to put a5 much datail got site location as | would have liked. Please
contact Liz Schuppert for directions to the site if you expect to inspect the arsa.
Y | This process takes mast of the guesswork out of complating the NOI and saves a significant amount of tme. it is an
exampla of a briliant vse of computers and the internaet. Thanks.
2 Baing able to jump back to a particular question would be very halpful,

| Flzase enter your comments hare. Excellent too! for filing MOP's. This makes my job so much easier] THAME YOI

Please enter your comments here, THIS PROCESS IS VERY CONVEMNIENT & EFFICIENT

;} Flease enter your commaents here, These are my comments...
&
B Flease enter your comments here. VERY NICE!
O Veary Easy o Use. On-Line Maps help find the information that is difficult to find. (lat. & long.)

O | received a timaout, which made me have to start over, this was not good.
)
) Nice Work!
E' Please enter your comments here, Mot real sure if everyone at ADEQ is aware of that the online form exists.
o3 Please enter your comments here. Great o have permil forms readily available for this permit.

http://az gov/webapp/ ADEQAdmin/surve.../0].do;jsessionid= C!II’_‘JIDIlGIDBXQTQZHﬂlYEGLUEIKD 10/10/03
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el In lcoking for the MO form, | found the Smart MOl which sent me back to the NCI form. Smart MOl only confused
the process and added steps that were not neaded. Smart NOI could be a great process but the current system has
very little effort in the design. ADEQ needs to overhaul their entire wib site and make it more user friendly,

Please enter your comments here. There didn't seem o be any information in the help boxes. If there was any |
couidn't 2ee it or & way 1o acsess it. However, | very much like the feature of selecting the site location from a

compuiar screan that then automatically shows longitude and lattitude

http://az.gov/iwebapp/ ADEQAdmin/surve.../01.do;jsessionid=0001 |GIOBXQTQZHOIYBOLVZIKO 10/10/03
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‘Smart NOI
ADEQ Administration Frequently Asked Questions

The ADEQ Administration screens zre only intended for trained users. Training can be obtained by request via the ADEQ Smart
MNCH program.

Survey Report
Tha "Survey” repant dispiays the results of the customer survey. Each respense gets its own line, and the responses are
ordered from earliest to latest. All responses are displayed since the initial release of software: i.e., the survey responses are

time-tagged, so there is no way to limit the display of information.

The survey questions have responses of sither Yes/No or High'Madium/Low. Thess answers are indicated by a color-coded dot
as weall as a left-right positioning.

» The green dots are on the lett side of each result. Green means "Yes" or "High"™

o The yellow dats are in the middle of each resuit. Yellow means "Medium”™
@ The red dots are on tha right side of each result. Red means "Ma" or "Low™.

Users Report
The "Users" report shows the number of users whe have used sach section of the Smart NOI, The "Total” for both sections (MO
and MOT) will always be the same: the number reflects the total number of users who have accessed any part of the ADEQ web

site.

hote that "Used Lat/Long Tool” flag did not work until Release 2, so the value does not take into account the first approximataly
450 users of the system.

County Report

The "County" report shows the number of users who have generated NOIs/\Waivers from each county.

http://az.gov/webapp/portal/displayhelp.jsp?name=adeqadminfags 10/10/03





